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Foreword

This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

1
Scope
The scope of this document is to provide security and privacy analysis of eV2X system architecture, derive potential security and privacy requirements, and evaluate security and privacy solutions for protection of it. The security aspects to be considered are as follows:

- Security and privacy for new interfaces in 5G eV2X system architecture, compared to TS 23.285 [2]

- Security and privacy for eV2X unicast over PC5

- Security and privacy for eV2X group communication over PC5
- Other security and privacy issues related to eV2X services, if there is any
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]
3GPP TS 23.285: "Architecture enhancements for V2X services".
[3]
3GPP TS 22.186: "Enhancement of 3GPP support for V2X scenarios; Stage 1".

[4]
3GPP TS 23.287: "Architecture enhancements for 5G System (5GS) to support Vehicle-to-Everything (V2X) services".
[5]
3GPP TR 23.786: "Study on architecture enhancement for EPS and 5G System to support advanced V2X services".
[6]
3GPP TR 33.303: "Proximity-based Services (ProSe); Security aspects".

[7]
3GPP TR 23.303: "Proximity-based services (ProSe); Stage 2".
[8]
3GPP TS 33.501: “Security architecture and procedures for 5G system”.
3
Definitions, symbols and abbreviations
3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

example: text used to clarify abstract rules by applying them literally.

3.2
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

<ACRONYM>
<Explanation>

4
Security Aspects of Advanced V2X Services 
Editor’s Note: This clause contains a high-level overview of the advanced V2X features, the security aspects and the potential impacts on the current Rel-16 security mechanisms.

Advanced V2X services of 3GPP, in the context of the present document, include several V2X scenarios such as Vehicles Platooning, Advanced Driving, Extended Sensors, Remote Driving, Vehicle quality of service Support, and other general aspects (e.g. interworking), as specified in TS 22.186 [3], with service requirements. To support them, TS 23.287 [4] provides architectural enhancements to the 5G system for V2X communications over the reference points - NR PC5 RAT, LTE PC5 RAT, NR Uu, and E-UTRA Uu (connected to 5GC). 

V2X communication over NR based PC5 reference point supports broadcast mode, groupcast, mode and unicast mode, while V2X communication on E-UTRA based PC5 reference point (connected to EPS) is connectionless, i.e. broadcast mode at AS layer. In this release, V2X communication over Uu reference point is only unicast. Architectural reference model is specified in clause 4.2 of TS 23.287 [4], where 5G System architecture applies in general and V3 (PC3) is missing because PCF takes places the role of configuration and provisioning for UE, in addition to external V2X application server.
Potential security impact comes from unicast and groupcast mode of communication over NR PC5, since only broadcast mode is supported over PC5 for V2X communication in previous releases. Unicast mode over PC5 involves signalling over control plane in V2X layer and AS layer, and this might need security protection. Group management for groupcast is handled by application layer, and it still might need consideration of security and privacy aspects. Lastly provisioning of UE configuration for V2X communication and interworking with EPS may require security consideration, whether or not existing 5G security can cover it.
5
Key Issues

Editor’s Note: This clause contains all the key issues identified during the study.
5.1
Key Issue #1: Privacy protection for unicast messages over PC5

5.1.1
Key issue details

KI#9 from TR 23.786 [5] is looking at the support of unicast for sensor sharing over PC5, and more specifically, at how to prevent privacy issues related to long duration unicast session, e.g. source L2 ID tracking. 

The solution#11 [5], adopted as a baseline for normative work, proposes that a UE updates its peer with its new identifier(s) (e.g. L2 ID) in a Link Identifier Update Request message, e.g., upon an upper layer trigger or upon expiry of a timer. The peer acknowledges the change in a Link Identifier Update Response message. Upon reception of this message both UEs can start using the new indentifier(s).
5.1.2
Security threats

An adversary that is capable of connecting and linking L2 identities to a real or a long-term eV2X endpoint identity will be able to track and trace the endpoint in space and time. Such trackability and linkability will be an attack on eV2X endpoint privacy.

Editor’s Note: Definition of eV2X endpoint ID is FFS.
5.1.3
Potential security requirements

The 5G System shall provide means for mitigating trackability attacks on L2 identities during eV2X unicast communications.
The 5G System shall provide means for mitigating linkability attacks on L2 identities during eV2X unicast communications.

Editor’s Note: The implications of short and long term linkability are FFS.
5.2
Key Issue #2: Security for eV2X unicast messages over PC5.
5.2.1
Key issue details
KI#9 from TR 23.786 [5] describes security association establishment for unicast/multicast for sensor sharing over PC5, and the clause 6.3.3 of TS 23.287 [4] specifies the procedures and the messages for unicast control signalling.
The Solution #11 [5], adopted as a baseline for normative work, introduces a new V2X Service oriented L2 link establishment procedure. In this procedure, the initiating UE broadcasts a Direct Communication Request message specifying the V2X Service requesting layer 2 link establishment. All UEs receiving this message and interested in that V2X service reply with a Direct Communication Accept message have to establish a unicast communication and associated security association for that unicast link using their L2 ID as the source L2 ID and the initiating UE L2 ID as the destination L2 ID. 

Another “UE Oriented L2 link establishment” procedure is specified in Solution#11. In this procedure, the initiating UE broadcasts a Direct Communication Request message which includes the upper layer identifier of a peer UE and source L2 ID of the initiating UE. If the peer UE decides to respond to the request, it replies with a unicast Direct Communication Accept message using its L2 ID as the source L2 ID and the initiating UE L2 ID as the destination L2 ID.

It is assumed in Solution #11 Clause 6.11.2.4 TR 23.786 [5] that secure L2 link establishment as defined for ProSe one-to-one communications in TS 33.303 [6] is reused. 

The protocol for one-to-one link establishment defined for ProSe in TS 23.303 [7] is based on the initiating UE sending the Direct Communication Request over unicast message to a peer UE. An adjustement to the L2 secure link establishment protocol may be needed in order to support the link setup procedure based on an initial broadcast from the initiating UE.

5.2.2
Security threats

An adversary that is capable of breaking into signaling exchange between the parties during link establishment as defined in the Solution #11 of TR 23.786 [5] can eavesdrop on signalling or subsequent data traffic, attack integrity of signalling, or usurp the identity of one or more of the participants e.g. initiating UE or one of the peer UEs. The breach of integrity of some information delivered through unicast mode control signalling over PC5 could affect service availability.
5.2.3
Potential security requirements

The initiating UE shall establish a different security context for each peer UEs during the V2X unicast link establishment.
NOTE: The potential requirement above is analogous to the corresponding ProSe [6] requirement.

V2X unicast link security establishment between the initiating UE and each peer UE shall be protected from man-in-the-middle attacks. 
The system shall support integrity protection of PC5-S Signalling for V2X unicast.

The system shall support confidentiality protection for the update of link identifiers.
5.3
Key Issue #3: Privacy protection for multicast messages over PC5

5.3.1
Key issue details

KI#9 from TR 23.786 [5] is looking at the support of multicast for sensor sharing over PC5, and more specifically, at how to prevent privacy issues related to long duration multicast session, e.g. source L2 ID tracking.

NOTE:
Multicast in the present document means groupcast, that is, group communication, as specified in TR 23.786 [5].
5.3.2
Security threats

An adversary that is capable of connecting and linking L2 identities to a real or a long-term eV2X endpoint identity will be able to track and trace the endpoint in space and time. Such trackability and linkability will be an attack on eV2X endpoint privacy.
5.3.3
Potential security requirements

The 5G System shall provide means for mitigating linkability attacks on L2 identities during eV2X multicast communications.
The 5G System shall provide means for mitigating trackability attacks on L2 identities during eV2X multicast communications.
5.4
Key Issue #4: Security of identifier conversion in group communication

5.4.1
Key issue details
In TR 23.786 [5], Solution #21 “Group communication enhancement for NR PC5” is selected as the baseline for normative work to address KI #1 “Support of eV2X group communication”. 
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Figure 5.4.1-1: End to end group communication operation

With reference to Figure 5.4.1-1 as in TR 23.786 [5], the group identifier provided by the application layer will be converted into the L2 ID. In addition, it is stated in TR 23.287 [4] that: “When the group identifier information is not provided by the V2X application layer, the UE determines the destination Layer-2 ID based on configuration of the mapping between service type (e.g. PSID/ITS-AID) and Layer-2 ID”

This conversion/mapping procedure should be secured in terms of privacy and traceability. Unless the conversion is carefully performed, the group membership of specific UEs could be disclosed. For example, attackers might be able to make an inquiry whether any member of certain group are exists in some location.
5.4.2
Security threats
If the Group ID is not securely converted by the application layer, the intruder can link back to UE group memberships. Similarly if the mapping of L2 ID is not securely performed from the V2X services (e.g. PSID/ITS-AID), the attacker may also link back to the privacy parameters in geographical area(s) that require privacy support.
5.4.3
Potential security requirements
5G system shall ensure that the group IDs conversion to L2 IDs are protected from linkability and traceability attacks for eV2X groupcast communications.
5.5
Key Issue #5: Security for setting up multicast

5.5.1
Key issue details
In TR 23.786 [5], Solution #11 “Solution for unicast or multicast for eV2X communication over PC5 reference point” is selected as the baseline for normative work to address KI #9 “Support of unicast/multicast for sensor sharing over PC5” in this TR. Solution #11 states that “The unicast or multicast communication may need protection at link layer as well.” Clearly security aspect for setting up a unicast or multicast communication has not been considered. This key issue is about setting up a multicast communication securely.
5.5.2
Security threats
Since L2 signaling is used to establish eV2X multicast with eV2X UEs, an adversary may launch a man-in-the-middle attack on the signalling if the L2 link is not protected.  The eV2X UEs may not be able to receive multicast information or may be directed to the wrong multicast information.
5.5.3
Potential security requirements
FFS
5.6
Key Issue #6: Security of the UE service authorization and revocation

5.6.1
Key issue details 

KI#5 from TR 23.786 [5] is describing Service Authorization and Provisioning to UE for eV2X communications over PC5 reference point. Secure service authorization and revocation is important for the overall security of the eV2X service.

5.6.2
Security threats

An adversary that is capable of compromising the eV2X UE service authorization and revocation procedures can compromise the overall integrity of the eV2X system.
5.6.3
Potential security requirements

The 5G System shall secure the eV2X UE Service authorization and revocation.

The eV2X UE Service authorization and revocation procedures shall be confidentiality, integrity, and replay protected.
Editor’s Note: It is FFS whether eV2X UE Service revocation is in scope of this Study.

5.7
Key Issue #7: Cross-RAT PC5 control authorization indication

5.7.1
Key issue details
In TR 23.786 [5], Solution #6 “eV2X impacts to 5GC procedures” is selected as the baseline for normative work to address KI #6 “Service authorization to NG-RAN for eV2X communications over PC5 reference Point”. It is mentioned that the AMF obtains the cross-RAT control authorization from UDM and includes it in the NGAP message sent to NG-RAN.

“The cross-RAT PC5 control  authorization indicates whether LTE Uu controls  LTE and/or NR sidelink from the cellular network, and whether NR Uu controls, LTE and/or sidelink from the cellular network”.

However no IE has been defined for the for the cross-RAT PC5 control authorization indication. It has been included that SA3 shall make a decision on this matter.

“Stage 3 will decide if an explicit cross-RAT PC5 control authorization IE is needed for the signaling over N2, or it can be indicated in an implicit manner.”
5.7.2
Security threats
Lack of proper indication method of cross-RAT control authorization will result in hindrance of service authorization to NG-RAN.
5.7.3
Potential security requirements
The 5G system shall have a means to efficiently manage the cross-RAT PC5 control authorization.
5.X
Key Issue #X: <Key Issue Name>

5.X.1
Key issue details

5.X.2
Security threats

5.X.3
Potential security requirements
6
Solutions

Editor’s Note: This clause contains the proposed solutions addressing the identified key issues.

6.1
Solution #1: Privacy protection for unicast messages over PC5
6.1.1
Introduction
This solution addresses key issue #1: Privacy protection for unicast messages over PC5.
The following solution mitigates the trackability and linkability attacks by enabling both UEs to update their L2 ID and the Kd session ID simultaneously. It allows the UE to avoid having its previously used L2 identifier being indirectly associated with the Kd session ID and/or with its peer UE’s L2 ID.

In this solution, UEs involved in a unicast communication update their identifiers simultaneously, i.e., within the same procedure. The identifiers (i.e. L2 IDs and the Kd session ID), included as cleartext within messages sent over the unicast communication, are being changed. Both UEs start using the new identifiers once the procedure is completed.

The initiating UE generates a new L2 ID and its portion of the Kd session ID. The initiating UE sends its new identifiers to a peer UE. The peer UE receiving these new identifiers also generates a new L2 ID and its own portion of the Kd session ID. The peer UE sends its new identifiers to the initiating UE and sends back the received identifiers from the initiating UE to acknowledge them. The initiating UE receiving the new identifiers from its peer UE completes the procedure by acknowledging their reception. All messages exchanged during this procedure involve the transmission of security protected new identifiers. Once the procedure is completed, both UEs start using the new identifiers, i.e. new L2 IDs and new Kd session ID.

Editor’s Note: Clarification of Kd session ID parameter is FFS.
Editor’s Note: Further explanation on the protection of exchanged messages is needed.
Editor’s Note: Further explanation on why this solution utilizes three messages compared to two messages in SA2 specification is needed.
6.1.2
Solution details
Figure 6.1.2-1 details procedure for Privacy protection for unicast messages over PC5. 
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Figure 6.1.2-1 Procedure for Privacy protection for unicast messages over PC5
0. The initiating UE and peer UE have a unicast communication established.

1. The initiating UE generates its new L2 identifier and a new Most Significant Byte (MSB) of the Kd session ID. Initiating UE may have received a trigger, e.g. from the upper layer or a timer expiration.

2. The initiating UE sends the newly generated identifiers to the peer UE via the already established unicast communication. The new identifiers are confidentiality, integrity and replay protected and sent as message payload. The old identifiers are still used for sending of Message 2, i.e., included within their respective PDUs header(s) (V2X, PDCP).

3. The peer UE saves locally the received new identifiers from the initiating UE. The peers UE generates new identifiers as well, i.e. a new peer UE’s L2 ID and a new Least Significant Byte (LSB) of the Kd session ID.

4. The peer UE acknowledges the reception of the initiating UE’s new identifiers by sending a response message to the initiating UE and may specify the received initiating UE’s new identifiers. Peer UE also sends its own new identifiers.

5. The initiating UE saves locally the received new identifiers from the peer UE.

6. The initiating UE acknowledges the reception of the peer UE’s new identifiers by sending an acknowledgement message to the peer UE and may include the received peer UE’s new identifiers. 

7. The initiating UE starts using its new identifiers, i.e. new L2 IDs and new Kd session ID.

8. The peer UE receives the acknowledgement from the initiating UE and starts using the new identifiers, i.e., new L2 IDs and new Kd session ID.

NOTE: It is a part of the Stage 2 work to decide if other PC5 messages besides Link Identifier Update Request/Response may be used to exchange the L2 IDs and Kd session IDs. 
6.1.3
Evaluation

TBD
6.2
Solution #2: Security for eV2X unicast messages over PC5
6.2.1
Introduction
This solution addresses key issue #2: Security for eV2X unicast messages over PC5 and more specifically the “V2X Service oriented” method. 

During the unicast link establishment, a security association is created between the peer UEs. Each peer UE keeps locally a security context containing confidentiality and integrity keys. Each peer UE has its session identifier (i.e., Kd session ID) to identify and retrieve the security context/keys when a message is received (to check its integrity and/or decrypt it) or when a message needs to be sent (to encrypt it and/or protect it for integrity). The session identifier is created by concatenating identifier components from each peer UE, i.e. the Most Significant Byte (MSB) of Kd session ID is from the initiating UE and the Least Significant Byte (LSB) of Kd session ID is from the peer UE. Each UE uses its portion of the Kd session ID (i.e., MSB or LSB) to retrieve the security context associated to the link. 

The initiating UE broadcasts a Direct Communication Request (DCR) message announcing a V2X service. This initial message is solely used as an announcement message, i.e., no response is expected to be received. Instead, each peer UE receiving the broadcast message and interested in the announced V2X service initiates a unicast link establishment procedure, i.e., each peer UE generates an MSB of the Kd session ID, creates a security context, and sends a DCR message to the initiating UE specifying the announced V2X service and its generated MSB of Kd session ID. The initiating UE, upon receiving a DCR message, creates a unique security context, saves the received MSB of Kd session ID, generates a LSB of session ID, derives the security keys, and responds to the peer UE by sending a Direct Security Mode (DSM) Command message including the LSB of Kd session ID. The peer UE, upon receiving the DSM Command message from the source UE, updates its local security context, derives the security keys, and sends back a DSM Complete message. The initiating UE completes the unicast link establishment by sending a Direct Communication Accept (DCA) message to the peer UE.  

This solution ensures that a different security context is established for each peer UE during the V2X unicast link establishment using the V2X Service-oriented method. To do so, the initiating UE avoids having the same MSB of Kd session ID being referred to by multiple peer UEs sending a DSM Command message as a response to the broadcast DCR message announcing a V2X service. This solution mitigates man-in-the-middle attacks during V2X unicast link security establishment between the initiating UE and each peer UE by using the protection provided by existing DSM Command/Complete mechanism. 
Editor’s Note: Clarification for DSM command use and Kd session ID parameter is FFS.
Editor’s Note: Clarification on the use of DCR compared to its use in existing SA2 procedures is needed.
6.2.2
Solution details
The solution shown in Figure 6.2.2-1 details a procedure for Security for eV2X unicast messages over PC5. 
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Figure 6.2.2-1 Procedure for Security for eV2X unicast messages over PC5
1. The initiating UE broadcasts a DCR message to announce a V2X service. 

2. The peer UE1 is interested by the announced V2X service. It initiates the unicast communication establishment with initiating UE. The peer UE1 generates the MSB of Kd session ID and sends it via a DCR message to the initiating UE, specifying the V2X service it is interested in. A security context is created.

2a. The peer UE3 is also interested by the announced V2X service so it initiates a unicast link communication with initiating UE. An MSB of Kd session ID is generated and sent to the initiating UE together with the V2X service.

3. The initiating UE receiving a DCR message from the peer UE1 creates a security context and saves the received MSB of Kd session ID. An LSB of Kd session is generated and saved into the security context. The LSB of Kd session is sent to the peer UE1 using DSM Command message. 

3a. The initiating UE also receives a DCR message from the peer UE3. It creates another security context and saves the received MSB of Kd session ID. Another LSB of Kd session is generated and saved into this security context. The corresponding LSB of Kd session is sent to the peer UE3 using DSM Command message.

4. The peer UE1 updates its security context with the received LSB of Kd session ID and replies with a DSM Complete message.

4a. The peer UE3 also updates its security context with the received LSB of Kd session ID and replies with a DSM Complete message.

5. The initiating UE completes the unicast link establishment by sending a DCA message to the peer UE1

5a. Same thing with the peer UE3, i.e. the initiating UE completes the unicast link establishment by sending a DCA message to the peer UE3

6.2.3
Evaluation

TBD
6.3
Solution #3: Security for eV2X unicast messages over PC5
6.3.1
Introduction
This solution addresses key issue #2: Security for eV2X unicast messages over PC5 and more specifically the “V2X Service oriented” method. 

During the unicast link establishment, a security association is created between the peer UEs to be able to secure the link. Each peer UE keeps locally its security context containing keys to encrypt/decrypt messages and to integrity protect them. A portion of the session identifier (i.e., Kd session ID) is used by each peer UE to identify and retrieve the security context/keys when a message is received (to check its integrity and/or decrypt it) or when a message needs to be sent (to encrypt it and/or protect it for integrity). The session identifier is created by concatenating identifier components from each peer, i.e. the Most Significant Byte (MSB) of Kd session ID is from the initiating UE and the Least Significant Byte (LSB) of Kd session ID is from the peer UE. Each UE uses its portion of the Kd session ID (i.e. MSB or LSB) to retrieve the security context associated to the link. 

In this solution, the initiating UE uses the entire session identifier (i.e., Kd session ID) to locate the security context associated with the link instead of using a portion of it, i.e. the MSB of Kd session ID. 

The initiating UE generates the MSB of Kd session ID and broadcasts a Direct Communication Request (DCR) message including the announced V2X service and the MSB of Kd session ID. Each peer UE receiving the broadcast message and interested in the announced V2X service generates an LSB of the Kd session ID, creates a security context and sends a Direct Security Mode (DSM) Command message to the initiating UE specifying the announced V2X service and its generated LSB of Kd session ID. The initiating UE, upon receiving a DSM Command message, forms the session identifier by concatenating the MSB and LSB of the Kd session ID, creates a unique security context to be associated with the session identifier, saves the received LSB of Kd session ID with its previously generated MSB of Kd session ID in this context, and derives the security keys. The initiating UE responds to the peer UE by sending a DSM Complete message.   

This solution ensures that a different security context is established for each peer UE during the V2X unicast link establishment using the V2X Service-oriented method. To do so, the initiating UE avoids having multiple security contexts being associated to the same MSB of Kd session ID when multiple peer UEs send a DSM Command message as a response to the broadcast DCR message announcing a V2X service. This solution mitigates man-in-the-middle attacks during V2X unicast link security establishment between the initiating UE and each peer UE by using the protection provided by existing DSM Command/Complete mechanism.

Editor’s Note: Clarification for DSM command use and Kd session ID parameter is FFS.
Editor’s Note: Evaluation of the risk caused by potential collisions of Kd session ID parameter MSBs is FFS.
6.3.2
Solution details
The solution shown in Figure 6.3.2-1 details a procedure for security for eV2X unicast messages over PC5 where the initiating UE uses the entire session identifier (i.e., Kd session ID) to locate the security context. 
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Figure 6.3.2-1 Procedure for Security for eV2X unicast messages over PC5
1. The initiating UE broadcasts a DCR message to announce a V2X service. An MSB of Kd session ID is specified.

2. The peer UE1 is interested by the announced V2X service so it generates an LSB of Kd session ID and sends it via a DSM Command message to the initiating UE, specifying the V2X service it is interested in.

2a. The peer UE3 is also interested by the announced V2X service so it generates an LSB of Kd session ID and replies to the initiating UE by sending a DSM Command message which includes the LSB of Kd session ID and the V2X service.

3. The initiating UE receiving a DSM Command message from the peer UE1 forms the session identifier by concatenating the MSB and LSB of the Kd session ID (i.e. MSB of Kd session ID + LSB of Kd session ID #1). The initiating UE verifies that this session identifier is unique and creates a security context to be associated with this session identifier. The received LSB of Kd session ID and its previously generated MSB of Kd session ID are saved in this context. The initiating UE replies with a DSM Complete message.

3a.The initiating UE also receives a DSM Command message from the peer UE3. The initiating UE forms a second session identifier by concatenating the MSB of Kd session ID with the LSB of Kd session ID #3, verifies its uniqueness and creates a second security context to be associated with this second session identifier. The initiating UE replies with a DSM Complete message.

 In the case where the initiating UE finds the session identifier is not unique, the initiating UE rejects the Direct Security Mode Command message (i.e. sends a Direct Security Mode Reject message) with a cause value specifying that the LSB of Kd session ID is not unique. The peer UE3 receiving a Direct Security Mode Reject message looks at the cause value and if the cause is related to the session identifier uniqueness then the peer UE3 generates a new LSB of Kd session ID and replies to the initiating UE again (i.e. sends a DSM Command message). The peer UE3 forgets the former LSB of Kd session ID.
4. The peer UE1 completes the unicast link establishment by sending a Direct Communication Accept (DCA) message.

4a. The peer UE3 completes the unicast link establishment by sending a DCA message.

5. The peer UE1 sends a message (i.e. signaling or data message) to the initiating UE. The message may be confidentiality and/or integrity protected. The session identifier is specified on the message.
5a. The initiating UE when receiving this message uses the entire session identifier (i.e. Kd session ID) to retrieve the corresponding security context and check the integrity and/or decrypt the message.
6.3.3
Evaluation

TBD
6.4
Solution #4: Privacy protection for unicast messages over PC5
6.4.1
Introduction
This solution addresses key issue #1: Privacy protection for unicast messages over PC5.
The following solution mitigates the trackability and linkability attacks by enabling both UEs to update their L2 ID and the Kd session ID simultaneously. It allows the UE to avoid having its previously used L2 identifier being indirectly associated with the Kd session ID and/or with its peer UE’s L2 ID.

In this solution, UEs involved in a unicast communication update their identifiers simultaneously, i.e., within the same procedure. The identifiers (i.e. L2 IDs and the Kd session ID), included as cleartext within messages sent over the unicast communication, are being changed. UEs start using the new identifiers once the procedure is completed.

The initiating UE generates a new L2 ID and triggers the rekeying procedure to update its own portion of the Kd session ID. The initiating UE sends its new identifiers, i.e. L2 ID and Kd session ID, to a peer UE using the rekeying procedure. The peer UE receiving these new identifiers also generates a new L2 ID and its own portion of the Kd session ID. The peer UE additionally generates new keys for the encryption and integrity protection and sends its new identifiers to the initiating UE. The initiating UE receiving the new identifiers from its peer UE generates new encryption and integrity protection keys and sends back a message to the peer UE acknowledging the reception of its new identifiers. The peer UE completes the rekeying procedure by sending a response message. All messages exchanged during this procedure involve the transmission of security protected new identifiers. Once the procedure is completed, both UEs start using the new identifiers, i.e. new L2 IDs and new Kd session ID. 

Editor’s Note: Clarification for DSM command use and Kd session ID parameter is FFS.

Editor’s Note: Generally, SMC command is not cyphered and is only integrity protected. For this solution to work it has to be cyphered. The impact of cyphered SMC command is FFS.

6.4.2
Solution details
The solution shown in Figure 6.4.2-1 details a procedure for Privacy protection for unicast messages over PC5. The rekeying procedure is updated with the ability to exchange the new initiating and peer L2 IDs between the communicating UEs, along with the new Kd session ID.
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Figure 6.4.2-1 Procedure for Privacy protection for unicast messages over PC5
9. The initiating UE and peer UE have a unicast communication established.

10. The initiating UE generates its new L2 ID and a new Most Significant Byte (MSB) of the Kd session ID. The initiating UE triggers the rekeying procedure to exchange the new identifiers with the peer UE. The initiating UE may have received a trigger, e.g. from the upper layer or a timer expiration.

11. The initiating UE sends the newly generated identifiers to the peer UE via the already established unicast communication. The new identifiers are confidentiality, integrity and replay protected and sent as message payload. The old identifiers are still used for sending of Message 2, i.e., included within their respective PDU header(s) (V2X/PDCP).

12. The peer UE generates new identifiers as well, i.e., a new L2 ID and a new Least Significant Byte (LSB) of the Kd session ID. The peer UE saves locally the received new identifiers from the initiating UE. The peer UE updates the security association with the new Kd session ID and generates new keys.

13. The peer UE acknowledges the reception of the initiating UE’s new identifiers by sending its own new identifiers, i.e., its new L2 ID and new LSB of Kd session ID and may also include the initiating UE’s new identifiers. Those identifiers are confidentiality, integrity and replay protected and sent as message payload.
14. The initiating UE saves locally the received new identifiers from the peer UE. New keys are generated. The security association is updated with the new Kd session ID and the new keys.

15. The initiating UE acknowledges the reception of the peer UE’s new identifiers and may send them back to the peer UE to do so.

16. The peer UE receives the acknowledgement from the initiating UE and completes the rekeying procedure. 

17. From this point on, the UEs use the new identifiers and security keys for their communication, i.e., new L2 IDs, new Kd session ID and new keys for security protection.

NOTE: It is left to Stage 2 work to decide if other PC5 messages besides Direct Rekeying Request/Response may additionally be used to exchange the L2 IDs and Kd session ID.
6.4.3
Evaluation
TBD

6.5
Solution #5: Security protection of service authorisation

6.5.1
Introduction

Editor’s Note: Each solution should list the key issues being addressed.

This solution address key issue #6 ‘Security of the UE service authorization and revocation’ in clause 5.6. 

6.5.2
Solution details

The procedures of V2X service authorisation is specified in clause 5.1 of TS 27.287 [4], and allowed RAT(s) per PLMN basis are provisioned by PCF to UE or by Application server via PCF. The protection of the procedures are provided by security procedures in TS 33.501 [8]. 

NOTE: Mitigation of misbehaviour of unauthorised UE(s) for V2X communication over PC5 could be supported in application layer.
6.5.3
Evaluation

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.

For further study.
6.Y
Solution #Y: <Solution Name>

6.Y.1
Introduction

Editor’s Note: Each solution should list the key issues being addressed.

6.Y.2
Solution details

6.Y.3
Evaluation

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.

7
Conclusions

Editor’s Note: This clause contains the agreed conclusions that will form the basis for any normative work.
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